
Sodhani Academy of Fintech Enablers Ltd
CIN: U67120RJ2009PLC028237

DATA PROTECTION AGREEMENT (DPA)

Between:

Sodhani Academy of Fintech Enablers Ltd (hereinafter referred to as the "Data Fiduciary"),
CIN: U67120RJ2009PLC028237

And

Aamod IT Solutions Pvt Ltd (hereinafter referred to as the "Data Processor")

Effective Date: Upon Signing
Final Delivery Deadline: 25th July 2025 (UAT Handover)

1. Purpose
Aamod IT Solutions Pvt Ltd is engaged for the development and deployment of the National
Financial Literacy Olympiad (NFLO) Exam Management System. This Data Processing
Agreement governs the handling, processing, and safeguarding of all personal and sensitive data
during the course of the project.

2. Scope of Data
The data to be collected and processed includes but is not limited to:

• Student names

• Mobile numbers

• Class/category

• Transaction IDs

• School information

• Exam performance data

• Contact metadata

• Address Details
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3. Data Security Commitments
• All data must be encrypted at rest using AES-256 encryption and in transit using TLS 1.2 or

higher.

• Role-based access control shall be implemented on the admin dashboard to ensure limited
access based on user roles.

• Comprehensive audit logs shall be maintained for all data accesses and modifications.

• No sensitive data shall be stored in frontend HTML or exposed via browser developer tools or
inspect element.

4. Responsibilities of Aamod IT Solutions Pvt Ltd
• Ensure all data collection, storage, processing, and deletion complies fully with India’s Data

Protection and Privacy Act (DPDP) 2023.

• Accept complete accountability for any unauthorized access, data leak, or data breach.

• Provide regular backups and implement robust data recovery mechanisms.

• Submit a load testing report demonstrating system capability to handle 1,200 concurrent
students per hour per category.

• Implement security measures including but not limited to HTTPS, API rate limiting, and IP
restrictions.

5. Data Retention & Destruction
• All project-related data must be securely deleted from all servers and backups upon project

completion, unless otherwise agreed upon in writing.

• Temporary or staging/test data must be purged within 7 days following completion of User
Acceptance Testing (UAT).

6. Liability Clause
• In the event of any data breach, leak, or unauthorized access, Aamod IT Solutions Pvt Ltd

shall be the sole party held responsible.

• Sodhani Academy of Fintech Enablers Ltd and any individual or entity associated with NFLO
shall be indemnified and exempt from any legal, financial, or reputational liability arising from
such incidents.
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7. Confidentiality and Non-Disclosure
Aamod IT Solutions Pvt Ltd (hereinafter referred to as the Receiving Party) agrees to keep
all confidential information shared by Sodhani Academy of Fintech Enablers Ltd (hereinafter
referred to as the Disclosing Party) in strict confidence and shall:

1. Use confidential information solely for the purposes of the NFLO project.

2. Not disclose confidential data to any third party without prior written consent from the
Disclosing Party.

3. Restrict access to confidential data only to personnel with a strict need to know, ensuring they
are bound by confidentiality obligations.

4. Comply with all applicable data protection laws including the IT Act 2000, IT Rules 2011,
and DPDP Act 2023.

5. Refrain from using confidential data for marketing, external analysis, or any public disclosure.

6. Ensure secure deletion or return of all confidential data upon completion or termination of
the project.

7. Notify the Disclosing Party immediately if compelled by law to disclose any confidential
information, providing reasonable opportunity to seek protective orders.

8. Indemnify the Disclosing Party against all losses, damages, or costs up to 1,00,000 (one lakh
rupees) or the annual contract value, whichever is lower, arising from any breach of this
Agreement.

Signed for and on behalf of Aamod IT Solutions Pvt Ltd:

Name:
Designation:
Date:
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TECHNICAL AND OPERATIONAL
CONDITIONS & COMMITMENTS

Final UAT-Ready Version Deadline:

• All NFLO modules (Admin, Exam Panel, Student Panel, Monitoring) must be delivered by
25th July 2025.

Security & Privacy Requirements:

• No personal or sensitive data should be visible via inspect element or frontend HTML.

• All input forms must be protected against CSRF and XSS attacks.

• OTPs and passwords must be stored using one-way hashing algorithms (bcrypt or similar).

• Content Security Policy (CSP) headers and Cross-Origin Resource Sharing (CORS) protections
must be enabled.

Performance & Load Handling:

• The platform must support 5000 concurrent users including all category per hour.

• Mock exams must be conducted and load testing proof provided.

• Dynamic question sets should be delivered uniquely per user session.

Uptime and Monitoring:

• Maintain 99.9% uptime during the full 15-day exam window.

• Provide a real-time monitoring dashboard accessible to the Sodhani Academy team.

• Send immediate downtime alerts via email and SMS to designated technical contacts.

Admin Dashboard Specifications:

• User interface must be clean, responsive, and user-friendly.

• Dashboard must include the following tabs:

– Live Counters, Uptime Status, Active Users

– Student Management with filters and certificate generation functionality.

– Payment Verification Panel

– Role Management (admin, editor, viewer)

– Slot/Exam Allocation and Tracking

– Result Generation and Certificate Batch Export
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• All sensitive data must be masked in non-edit mode views.

• Reports must be exportable in Excel, CSV, and PDF formats.

• Backend logs must track every admin action including access, export, and deletion.

Monitoring & Post-Launch Support:

• Aamod IT will assign a dedicated monitoring team throughout the live exam period.

• Bugs and issues must be acknowledged within 2 hours and resolved within 24 hours.

Final Declaration:

• Aamod IT Solutions Pvt Ltd confirms in writing that the platform is fully production-ready,
secure, and scalable to handle 200,000 students.

• All critical functions — registration, OTP, exam access, submissions, payments, and certificates
— shall be reliable and audit-logged.

Signed for and on behalf of Aamod IT Solutions Pvt Ltd:

Name:
Designation:
Date:

Signed for and on behalf of Sodhani Academy of Fintech Enablers Ltd:

Name:
Designation:
Date:
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